Question# 1 (5)

Question 1 (a) 

Answer: 

In minting stage a long serial number is generated by cyber wallet. In order to make this serial number blind, it is multiplied with a blinding factor “r”, and then it is sent to E-cash bank for signatures. The blinding factor is known to the client. Thus the E cash bank does not know about the serial number.

Question 1 (b) 

Answer:
Virtual PIN system is used for low cost items.

Reason

1)

Virtual PIN system is very simple and no encryption mechanism is used in Virtual PIN system. This means that no special softwares are required for virtual PIN system.

2)

Virtual PIN system is good for small transactions because it is not very secure and bogus transactions are possible in virtual PIN system. In case of bogus transactions only the sales are lost rather then big financial loss. In Virtual PIN system a stolen credit card numbers can also be used to setup virtual PIN associated with an email address.

Question# 2 

Answer:

In order to buy an iphone from an online shopping site through E-cash payment system, following steps would be followed:

· The client will place an order for IPhone and merchant will ask for payment.

· The client will withdraw the coins against his/her account in E cash bank and will store it in cyber wallet.

· The coins will be encrypted with the public key of the bank and will be forwarded to the merchant for onwards deposit to the bank. 

· Merchant will forward coins to e-cash bank which ensures that these have not already been spent and credits the account of the merchant.

· E-cash bank will decrypt the coins using its corresponding private key and if coin is valid and unspent, the bank then will send the valid indication to the merchant 

· The merchant then will send the IPhone and receipt of payment to the client.
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