CS 610 Computer Networks

Assignment # 05
FALL 2011

Total Marks = 20

Deadline

Your assignment must be uploaded / submitted before or on January 16, 2011

Upload Instructions

Please view the assignment submission process document provided to you by the

Virtual University of Pakistan.
Rules for Marking

Please note that your assignment will not be graded if:

• It is submitted after due date

• The file you uploaded does not open

• The file you uploaded is copied from someone else or from internet.
• It is in some format other than .doc

Objective

The objective of this assignment is to give you practice in critically review the research paper related to the new trends in computer network. After preparing this assignment, you will be able to review and analysis of the research paper.

Note: Material that is an exact copy from other student assignment would be graded zero marks. Please write in your own words.

Assignment Statements:
The research paper is already uploaded on LMS (course announcement). The title of research paper is “Network Security: It is a process, not a product”.
Please provide brief answer to each question (maximum 5 lines) related to this paper. Write all questions in your own words.

Q1. If DOS attack happens in your network then which precautionary measures will you take to prevent that?                                                                          Marks 10
If DOS attack happens in our network then we can use different precautionary measures such as.
1)  Firewall

2) Apply Access Control List 

3) Apply monitoring tool for inbound and out bound traffic

4) Install patches to guard against TCP/IP attacks.

5) Implement router filters.

6) Implement network based Intrusion Prevention System

Q2. In how many ways can we detect system against cyber attacks?

                                                                                                                     Marks 10

We can detect system against cyber attacks by using different techniques such as authentication of the user, authorization, monitoring and recording the use of the system for the avoidance of the unauthorized activities. Use updated software’s for the better detection and prevention against cyber attacks. Maintain security logs to handle any uncertain situations. Assign minimum rights to unknown users. Apply Intrusion Detection System (IDS) in your system that alerts administrators or system managers. Use an anti-virus to trace out potential viruses. A good anti virus software can also detect viruses that come with the body of an email as well as attachments. When comes to email security, it is to ensure that not any sensitive information is leaked.

